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Purpose of this In-Service 

• New York State HIV Confidentiality Law – Article 27-

F of the Public Health Law – protects the 

confidentiality of HIV-related information about 

people who receive services from most health care 

or social services in New York.

• Our agency is one of the many providers of health or 

social services in New York that must comply with 

Article 27-F’s confidentiality requirements.  
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Purpose of this In-Service (cont.)

• HIPAA (federal law) requires the ECDOH and 
EHC to maintain the confidentiality of all 
“protected health information.”

» More . . .
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Purpose of this In-Service (cont.)

• Both of these laws (and regulations implementing 

them) require agencies they cover to:

– have policies and procedures to ensure 

compliance with the laws’ privacy protections, 

and

– conduct annual updates on our HIV policies 

and procedures for all staff.
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Purpose of this In-Service (cont.)

This is your annual 

update.
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What this presentation covers

1. The laws that protect the confidentiality of HIV 

information:

• Article 27-F of the NYS Public Health Law: HIV 

Confidentiality Law

• HIPAA

2. HIPAA–“patient’s rights” provisions

3. How to respond to client/patient complaints

about breach of confidentiality



7

Part 1

Confidentiality of 

HIV-related Information

– Article 27-F of the 

NYS Public Health Law 

– HIPAA

http://images.google.com/imgres?imgurl=http://www.consumer-action.org/archive/English/library/privacy_rights/2002_Medical_Privacy/2002_Medical_Privacy_Cover.gif&imgrefurl=http://www.consumer-action.org/archive/English/library/privacy_rights/2002_Medical_Privacy/index.php&h=600&w=340&sz=23&hl=en&start=11&tbnid=h3Ptw_3nC12dCM:&tbnh=135&tbnw=77&prev=/images%3Fq%3Dprivacy%26gbv%3D2%26ndsp%3D18%26hl%3Den%26sa%3DN
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Article 27-F

What is it?
New York State law that governs: 

• HIV testing

• HIV confidentiality  

• HIV case reporting & partner notification 

(NYS HIV Case Reporting & Partner Notification law 

is in Public Health Law Article 21, Title III)

• This presentation covers the confidentiality 

provisions, not those concerning testing.
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Article 27-F 

Who is covered?
1. ANY person or agency who receives

HIV-related information about a protected 
individual:

– while providing a covered “health or 
social service” 

Examples: health care professionals and 
health facilities, foster care agencies, school 
nurses,

OR
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Article 27-F 

Who is covered (cont.)?
2. Anyone who receives HIV information 

pursuant to a proper written consent.  

• N/A

OR



11

Article 27-F 

Who is covered (cont.)?
3. Or ANY New York State or local 

governmental agency that:

– provides, supervises or monitors health or 
social services, or 

– obtains HIV-related info pursuant to an 
individual’s written consent (signed HIV 
release)

Examples: EDOH, OASAS, OTDA, DOCS, 
HRA
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Article 27-F 

Does NOT apply to:

• Protected individuals themselves

• Friends, relatives

• Courts

• Insurers

• Federal agencies (military, federal prisons)

• Schools (except school health staff)

• Employers

BUT . . .
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But, while Article 27-F 

may not apply . . .
• OTHER laws protect the confidentiality of 

information about individuals’ health conditions 

(including HIV-related) in many circumstances.

• Examples:

• U.S. Constitutional right to privacy – applies to government 

(federal, state, local) 

• Americans with Disabilities Act – applies to employers

• Privacy Act – applies to federal government

• HIPAA
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Recap: Our agency must follow 

Article 27-F because: 

• we provide covered “health or social 

services”

• we receive & disclose HIV-related info about 

our clients pursuant to written consent

• applicable to the EDOH because state 

regulations require us to comply
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HIPAA:  What is it?

• Federal law that establishes minimum 

safeguards to protect the privacy of 

medical records and other “personal 

health information” (“PHI”).

• Applies to personal health information no 

matter how it is shared: in electronic, 

written or oral form.
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HIPAA:  Who is covered?

Covered Entities Are:

• Health Care Providers

• Health Plans

• Health Care Clearinghouses

IF they transmit personal health 
information electronically in order to 
process payment or make eligibility 
determinations.  
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HIPAA:  Are we covered?

• EHC/ECDOH is covered

• Even agencies not covered by HIPAA 

need to understand its basic requirements 

because many other agencies they 

interact with likely are covered by HIPAA.  
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HIPAA & Article 27-F:
Who must comply with both?

• Most health care providers in New York 

State, assuming they transmit health 

information electronically for purposes of 

billing or reimbursement.  



19

What happens if both 

HIPAA & Article 27-F apply? 

• Follow HIPAA unless Article 27-F is “more 

stringent” than the HIPAA provision.

– “More stringent” means: provides greater privacy 

protection, or gives individuals more privacy 

rights.

• Article 27-F is usually more protective              

(stringent) than HIPAA, so you follow Article 27-F.
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What’s the Law?  

The general rule   

• HIPAA & Art. 27-F generally both prohibit the 

disclosure of health information about an 

individual.

– HIPAA: covers nearly all personal health 

information (which it calls “protected health 

information”)

– Article 27-F: covers only “HIV-related 

information.”
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Article 27-F:

The general rule (cont.)

• NO DISCLOSURE: A provider may not 

disclose any –

– HIV-related information

– about any protected individual.
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Article 27-F:

The general rule (cont.)
“HIV-related information” includes –

• Had an HIV test (whether positive or negative)

• Has HIV infection, HIV related illness or AIDS

• Has been treated/is being treated for HIV 

• Takes medication specific to HIV disease 

• Is a “contact” of someone with HIV (spouse, 

sexual or needle-sharing partner) – has been 

exposed to HIV 
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Article 27-F:

The general rule (cont.)

• “Protected individual” includes –

• Not only your clients/patients, but also

• Anyone whose HIV-related information you 

received during the performance of your job –

even someone who has had no contact with this 

ECDOH.
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Article 27-F:

The general rule (cont.)

• You must always maintain the confidentiality 

of this HIV-related information –

even after you leave your job here.   
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“Exceptions” to the General Rule: 

When Disclosure is Permitted

While the general rule is: no disclosure of 

protected health information, 

• Both HIPAA & Article 27-F have 

“exceptions” that allow entities to    

share HIV information. 

– Main Article 27-F “exceptions” permitting 

disclosure are outlined in Article 27-F flow 

chart  (see slide above, and hand-out).
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Main Article 27-F exceptions 

permitting disclosure

Exceptions covered by this presentation:

• Written Consent

• Internal communications

• Disclosures to health care providers

• Partner notification

Note: Follow Article 27-F rules governing these 
exceptions, since it is more “stringent” – provides 
greater protections – than HIPAA.
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Exception #1: 

Written Consent
• Requirements for consent:

– Voluntary 

– In writing.  No oral consent!

– Revocable at any time.

• Revocation can be oral or written

• Document it!

– EHC does NOT DO.

» ECDOH Information omitted.
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Exception #2:

Internal communications

The rule: ECDOH staff may share HIV related 

information IF the staff members:

• Are authorized to access clients’ HIV related 

information in agency’s written “need-to-know”

protocol; and

• Have a reasonable need to know or share the 

information to carry out their authorized duties.
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• HIPAA calls this the “minimum 

necessary” standard:

– Must make reasonable efforts to limit use  

and disclosure of information to the 

“minimum necessary” to accomplish the 

intended purpose

Internal communications (cont.)
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Internal communications (cont.) 

• Each department has their own: 

– “need to know” list (include job titles and 

functions justifying access)

– categories of information to which they 

need access

– any conditions to or restrictions on their 

access
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Exception #3: 

Health Care Providers

• May disclose HIV related information – without 
consent – to an outside health care provider or 
health facility when necessary for that health care 
provider/facility to know the HIV info in order to 
provide appropriate care or treatment to:

1. The protected individual, or

2. His or her child, or

3. His or her contact (spouse, sex 
or needle-sharing partner)
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Disclosures to 

health care providers (cont.)

• Agency with the info – not the outside health 

care provider – makes the decision whether it 

is necessary for the outside provider to know 

the HIV info in order to provide the care or 

treatment in question.   

• Document the disclosure.
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Disclosures to 

health care providers (cont.)
• It is always preferable to seek & obtain consent

even if the disclosure is legally permitted without 

consent.

• ECDOH’s policy is …

– obtain consent whenever practicable

– disclosures without consent under health care 

provider rule are permitted if it is medically 

necessary.

• If in doubt, consult with Lee Nadler, ECDOH Privacy 

Officer. 
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Exception #4: 

Partner Notification

What do you do . . .

if your client/patient confides that he is 

having unprotected sex and has no 

intention of disclosing his HIV status to his 

partner?
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Partner notification (cont.)

The rule:

• 1st question: are you a physician?  ONLY 
physicians and special Department of 
Health staff are permitted to notify 
identified partners of HIV infected 
individuals of the partner’s exposure & risk 

• NO ONE ELSE is permitted to do partner 
notification (without the HIV+ individual’s 
specific, written consent)
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Partner notification (cont.)

• For non-physicians, possible options 

include:

– Counseling HIV+ client to make disclosure

– Obtaining client’s written consent for agency staff 

to notify at-risk partner – without revealing client’s 

identity, unless client consents

– Connecting HIV+ client to Health Department 

Partner Notification Assistance Program (PNAP) 

so ECDOH can facilitate the notification 
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Partner notification (cont.)

More options for non-physicians:

– ECDOH has clinic physicians, Dr. Billittier and Dr. 

Judelson. Non-physicians can consult with them 

about initiating notification to the at-risk partner, 

OR

– If you know your client’s physician or health care 

provider – outside your agency – consider telling 

that physician under the health care provider rule 

(above), and asking him/her to consider 

notification. 
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Partner notification (cont.)

Key points about partner notification:

• Physicians have permission – but not legal duty –
to notify at-risk partners, as outlined above. 

• Non-physicians have no legal duty to ensure at-risk 
partners are notified.

• Identity of HIV+ “source” patient is never revealed to 
at-risk partner (in absence of patient’s written 
consent or a special court order).
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Other “exceptions” permitting 

disclosure under Article 27-F

• Other exceptions that are relevant to ECDOH staff:

– Case reporting

– Physicians & minors

– Foster care

– Occupational exposure

– Insurance

– Court orders

– Program evaluation

– Newborns]
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Other “exceptions” permitting 

disclosure under Article 27-F 

(cont.)
[Additional details and resources explaining these 
exceptions are available through:

• NYS Department of Health website and resource 
materials, including 

– “New York State Confidentiality Law and HIV: 
Questions and Answers,” at 
www.health.state.ny.us

• Legal Action Center website (www.lac.org), 
resources and training materials]

http://www.health.state.ny.us/
http://www.lac.org/


41

Wrap-up: HIV confidentiality and 

our policies & procedures  

– Lee Nadler, ECDOH Privacy Officer, is 
responsible for developing & updating ECDOH’s 
HIV Confidentiality Policies and Procedures

– Supervisors are responsible for ensuring their 
staff receive their initial and annual training and 
Kelly Asher, MS is responsible for providing that 
training. 
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Part 2

HIPAA –

Patient’s Rights

http://www.pbs.org/newshour/images/congress/jan-june01/pbor.jpg
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HIPAA: patient rights

HIPAA provides patients with the right to:

• Receive a notice of privacy protections

• Access records

• Request an amendment

• Receive an accounting

• Request restrictions

• Receive confidential communications

Details on each to follow…
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HIPAA:  patient rights (cont.)

• New York State law already provided 
patients with most of these rights. 

• HIPAA expanded some of these rights, but 
did not provide as much protection in other 
areas.  Always follow the more protective 
(“more stringent” provision).   



45

HIPAA: privacy notice

• Providers must give patients a “privacy notice.”

• Must post in prominent location

• Must receive written confirmation of receipt from patient.

• ECDOH form MR-2 - provides our clinic staff with a check 
list for the patient to initial, that must be initialed by all 
patients receiving medical or dental care provided by ECDOH.
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HIPAA: right to access records

• Patients are entitled to access to their 

own health records upon request 

(subject to certain limitations)

• ECDOH has a form (A-33) that patient’s 

must fill out before reviewing their records
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HIPAA:

Right to request amendment

• Patients have the right to request 
amendments of their records.

• Patient must put in writing the information they 
are requesting be amended, the reason for 
amendment and an address where an official 
determination can be sent. They will then 
submit it to clinic staff, who will review it with the 
medical staff.  Written notice of determination 
should then be sent to the requestor.  



48

HIPAA & Art. 27-F:

Right to an Accounting

• Both HIPAA & Art. 27-F give patients the 

right to a list of  HIV-related disclosures 

about them.

• ECDOH has a form (A-33) that patient’s 

must fill out before receiving a list of HIV 

related disclosures. 
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HIPAA:
Confidential Communications

• If patients make a “reasonable request” to receive 
communications of protected health information by 
alternative means or at alternative locations, 
ECDOH must honor the request.

For example: Patients may ask that communications 
be e–mailed, or sent to a different location other 
than their homes.  

• May not require an explanation from the patient as 
to the basis for the request, but may require the 
request to be made in writing. 



50

HIPAA:

Confidential Communications (cont.)

• Use ECDOH form MR-83 (HIPAA) to: 

– establish how clients want to receive 

communications, and document requests 

for alternative methods of communication
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HIPAA:  Request Restrictions

• Patients may request the program not to 
disclose health information that the law permits 
it to disclose.  

– Example: Client says to counselor: “don’t tell any 
other staff here that I am HIV positive” even 
though such disclosures are permitted under the 
“internal communications” exception.

Continued…
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HIPAA: Request Restrictions (cont.)

• ECDOH is not required to agree to the 
patient’s request.

• However, if the program staff do agree, it 
must then abide by the restriction.

• Document all agreed upon restrictions on 
ECDOH form (MR82).
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HIPAA: Privacy Official

• HIPAA requires programs to have a 
“Privacy Official.”

• Lee Nadler is our Privacy Officer.  Refer 
to form MR 77 ECHD (HIPAA) for 
guidelines re: when information needs to 
be forwarded information to the privacy 
official. 
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Part 3

Responding to Complaints 

about Breach of 

Confidentiality

http://images.google.com/imgres?imgurl=http://www.ehssc.org/images/complaint1.gif&imgrefurl=http://www.ehssc.org/leafletcomplaint.htm&h=321&w=250&sz=44&hl=en&start=3&tbnid=J9LzpNXKy0HL_M:&tbnh=118&tbnw=92&prev=/images%3Fq%3Dcomplaint%26gbv%3D2%26ndsp%3D18%26hl%3Den%26sa%3DN
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Responding to Complaints 

• What should I do –

– If a patient/client says ECDOH has breached 

her HIV confidentiality? 

– If a patient complains that somebody else

has violated his confidentiality rights?
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1. Refer all questions, complaints, or issues to the 

chief.

2. DO NOT COMMENT.

Responding to complaints –

our agency
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• Can someone be sued for violating Article 

27-F or HIPAA?

Yes – for violations of Article 27-F by person whose 

rights were violated.  Patient/Client can seek:

– money for harm suffered

– change in policies

– training

– discipline for persons responsible

Confidentiality violations –

other remedies?
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• Can someone be sued for violating Article 
27-F or HIPAA? (cont.)

No – for violating HIPAA.  People may not bring 
lawsuits to remedy violations of HIPAA.  Only the 
federal government can enforce HIPAA.  It can 
seek fines & imprisonment.

Confidentiality violations –

other remedies? 
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Remember if you have questions that 

you cannot resolve within your 

department, call on these resources:

Call Privacy Officer (Lee Nadler – 858-

6998

NYS Department of Health Confidentiality 

Hotline: 800-962-5065, or

Legal Action Center

ask for “attorney on call”

212-243-1313 or 800-223-4044
Thank You


